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Information Management in the Early Days
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Social Security started issuing Social Security Numbers in 1936 and began recording earnings history in 1937.  In the beginning much of the work was done without the aid of automation.
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Social Security - Major Programs & Workloads

Program Year Initiated Annual Workload
Enumeration 1936 5.1 million Social Security Numbers
iIssued

(more than 436 million issued to date)

10.6 million name changes and cards
reissued

1.25 billion verifications of name and SSN

Earnings History 1937 250 million earnings postings -
totaling more than $5 Trillion

Retirement & Survivors Benefits (RSI) 1939 3.9 million retirement applications
Disability Benefits (DI) 1956 4.5 million disability applications
Supplemental Security Income (SSI) 1974 290 thousand applications
Document Management 2004 165 million documents added
Architecture (DMA) (more than 490 million to date)

310 million pages added
(more than 1,240 million to date)
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Obviously, technology has made great strides in the last 70+ years.
It would be impossible to meet SSA’s current and projected workloads without a very high level of automation. 


SSA Information Technology Growth

IT Infrastructure Segment

Network Bandwidth
- Millions of bits per second

Mainframe Storage Capacity
- Terabytes

Mainframe Processing Capacity
- GP MIPS

Transaction Volume
- Average per day (million)

Workstations Supported

Internet Transaction Volume
- Page views per quarter (million)

Production DB2 database Instances
Total number of DB2 rows (million)

Telephone System
- National 800 Number calls (million)

2001

2,216 Mbps

12

4,400

27

107,000
101.2

100
77

2009

13,388 Mbps

1,054

50,182

70.4

130,448
1,000

492
46,000
86

2014 (est.)
18,589 Mbps

3,300
62,000
130

146,500
3,900

900
200,000
92.1
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This chart depicts the growth trajectories in key SSA technology areas.


Ensuring Appropriate Information Management and Data
Quality at SSA

Current challenges
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Rapidly growing workloads

Employee retirement wave

Aging legacy technologies & infrastructure

Emerging technologies & rising customer expectations

SSA has developed three documents to guide information management
Initiatives:

4
4
4

The Agency Strategic Plan
The Information Technology Vision
The Enterprise Data and Database Strategy

Collectively these documents call for:

>
>
>
>

Improving core business services & eliminating backlogs
Strengthening and modernizing IT Infrastructure

Modernizing and revamping software and databases

Improving process efficiency with a focus on data quality and reduced
reliance unstructured data
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Enterprise Data & Database Strategy - Strategic Themes

Data Access and Availability -
Diverse requirements create
challenges

Responsive Systems -
New technologies challenge
traditional methods

Standards -
Data proliferation increases

complexity and costs /
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These are just some ideas so you could have a concrete example of how the diverse subject areas might manifest within the themes of the strategy.
Next we’ll show you how we intend to elaborate the actual themes.   The next thing we’ll show you is how we intend to elaborate on and test these themes with the very people that will be involved in implementation of the strategy.  


Enterprise Data & Database Strategy - Strategic Themes

Strategy Obijectives

- Secure access to data for internal
and external stakeholders without

1. Data Access and o . ) :
compromising quality or integrity

Availability -
Diverse requirements - High data availability and
create challenges continuous availability

- Prompt restoration of data in the
event of catastrophic loss
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These are just some ideas so you could have a concrete example of how the diverse subject areas might manifest within the themes of the strategy.
Next we’ll show you how we intend to elaborate the actual themes.   The next thing we’ll show you is how we intend to elaborate on and test these themes with the very people that will be involved in implementation of the strategy.  


Enterprise Data & Database Strategy - Strategic Themes

Strategy Obijectives

- Agile systems development
_ processes
2. Responsive Systems -

New technologies challenge - Data services that support
traditional methods seamless access

- Expanded enterprise data models

and proactive governance that
facilitate efficient system development
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These are just some ideas so you could have a concrete example of how the diverse subject areas might manifest within the themes of the strategy.
Next we’ll show you how we intend to elaborate the actual themes.   The next thing we’ll show you is how we intend to elaborate on and test these themes with the very people that will be involved in implementation of the strategy.  


Enterprise Data & Database Strategy - Strategic Themes

Strategy Objectives

- High quality data with standard
definitions, formats, and values

3. Standards -
Data proliferation increases
complexity and costs

- Standards that facilitate the adoption
of new technologies and mitigate the
risk of the retirement wave

- Common data standards that facilitate
links between SSA and external
entities
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These are just some ideas so you could have a concrete example of how the diverse subject areas might manifest within the themes of the strategy.
Next we’ll show you how we intend to elaborate the actual themes.   The next thing we’ll show you is how we intend to elaborate on and test these themes with the very people that will be involved in implementation of the strategy.  
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Target Future Data & Database Architecture
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This diagram depicts key logical and physical aspects of the future environment. 
It will be based on a layered architecture that aggregates similar functions such as data presentation and capture into one layer and applications processes into another.  
This will be facilitated by an enterprise level Service Oriented Architecture (SOA).  
The following objectives are enabling principles: 
Support an enterprise SSA service layer that capitalizes on SOA principles by developing data services
Separate data presentation and capture from application processes
Implement application-neutral data capture 
Encapsulate key business processes and expose them as business services
Insulate applications systems from physical databases through data services
Foster data standardization through enterprise data governance processes
Ensure high quality data through data profiling, analysis and data quality firewalls
Facilitate data exchanges through standards based (e.g. XML) interfaces
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Verifications
SSA processes almost 1.25 billion SSN verifications each year
Verification routines match submitted data with existing data on SSA’s master files
Verifications support more accurate decision making 
Verifications are an integral part of all data exchanges
Most verifications involve SSN, Name, and Date of Birth
A verification confirms matching data only.  It does NOT confirm identity.
Based on the specific purpose, some verification routines are more strict than others.  Therefore, it is technically possible to pass one verification routine while still failing another. 
Who Requests Verifications and Why?
Federal & State Benefit Paying Agencies
Other Federal Agencies
Employers
State Departments of Motor Vehicles
State Election Boards
Banking/Lending Institutions
Employers - for more accurate wage reporting and to confirm work eligibility (work eligibility is a cooperative effort with the Department of Homeland Security via the E-Verify System)
State Election Boards – to assist with more accurate voter registrations
Federal & State Benefit Paying Agencies –  to support more accurate payments and/or suspension of their benefits and/or SSA’s benefits
Examples of Federal & State Benefit Paying Agencies:
Center for Medicare & Medicaid Services (CMS)
Department of Justice, Treasury Department
Department of Agriculture, Department of Defense
Bureau of Public Debt, Department of Labor
Department of Veteran’s Affairs, Department of Interior
Office of Personnel Management
Department of Homeland Security
State Unemployment Insurance Agencies
Banking/Lending Institutions – to assist with preparation for home mortgages and other loans
Foreign Governments - to support more accurate payments and/or suspension of their benefits. 2009 – Australia “death match”.  FY2010 – discussions are under way with additional countries
State Departments of Motor Vehicles – to support more accurate issuance of driver’s licenses or identification cards
Other Federal Agencies – for various activities
Examples of Other Federal Agencies/other activities:
Examples of other federal agencies
State Department – passports
Dept of Housing & Urban Development – loans
Government Accountability Office – audit assistance
Office of Child Support Enforcements – to help locate absent parents and assist in wage garnishment activities
Prisons – to assist with more accurate suspension of SSA’s Benefits during incarceration
Verification Tolerances
Verification routines may have built in “tolerances” – e.g.,  screening for transposing digits or reversing the order of surname
Tolerances applied to each verification routine depend on
Purpose of the Verification
Business Rules 
Legislation
Disclosure Policy & Law
Verification No-Matches
A “no match” response is appropriate when the data submitted on the verification request is not consistent with data in SSA records.
Some “no match” responses occur because:
Requester provides incorrect or incomplete data in the request to SSA
Typographical errors (e.g., missing characters) in the request
Number holder does not update information in SSA records (e.g. name change or citizenship)
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Ensuring the Accuracy of SSA’s Database of Social Security
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Data Quality

Ensuring the accuracy of SSA’s database of Social Security Numbers: 
Require supporting evidence
Exchanges with other public/private agencies
Confirmation routines
Automated edit checks
End-of-line quality reviews



Ensuring the Accuracy of SSA's Database of Earnings

Master
Earnings File

A

Continued
Purification

Employers Total of
send 245 96% of items

million wage
items totaling
$5 trillion in
WETe[1S
annually.

Suspense File

Unmatched Items

23 Additional

Routines 13
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 For the 23 Additional Routines bubble
 Most of the 23 routines deal with the manipulation of the name
 The following are somewhat different and of interest
Single Select Process – This operation assumes the reported name is correct, but there is simple transposition or keying error in the SSN.  In this process the numbers in the SSN are transposed and manipulated into about 80 possible variations.  Each of these variations (name and SSN) is checked against the corresponding Numident record (if one exists).  If one and only one of these variations match the corresponding Numident record, the item is considered valid and is posted to the Master Earnings File Record and does not go to Suspense.
Prior Reinstatement File – SSA maintains a history file of items that have previously been reinstated (moved from Suspense to the MEF through prior corrections).  If the current item exactly matches a previously reinstated one (SSN and name) and it is same employer reporting the item, the item is considered valid and is posted to the Master Earnings File Record and does not go to Suspense.
Intelligent Search Technologies’ (IST) NAMESEARCH – this is an “off the shelf” software product that uses comparison routines to intelligently determine scores as to how two name entities compare to each other.  Various scores are returned by the software - 18 in all – representing different views of the comparisons.  If the score passes an SSA determined threshold, the item is considered valid and is posted to the Master Earnings File Record and does not go to Suspense.
The 4% of items that go to Suspense contains only about 1.8% of the total amount of FICA wages reported.
About half of the items that fail the original Validation are saved by the use of the 23 additional routines.

 For the Continued Purification bubble
 The following are some of the Processes used in our continuing efforts to correctly move items from Suspense to the MEF
Decentralized Correspondence (DECOR) – For every item that goes to the Suspense File, SSA attempts to communicate with the employee.  A letter is sent providing the reported information to the employee which requests that the employee provide corrected information (a form on the back of the letter is mailed back to SSA – or they can contact a District Office).  If the address for the employee is not a valid address according to software (FINALIST) that conforms to Post Office standards, a similar letter is mailed to the employer.  This letter provides the reported information and requests that the employer complete the back of the letter with the corrected information.  When the information is returned to SSA it is compared to the information on the Numident File and moved from Suspense to the MEF if the comparison is favorable. 
Social Security Statements – are mailed to members of the public to show a worker’s earnings credits, and an estimate of future benefits based on past work history.  If the person should find an error (like missing a year of earnings), they are requested to contact SSA to resolve it.  This is resolved using the Item Correction Process (ICOR).
ICOR – This process allows SSA staff to correct earnings records.  The system allows SSA employees to add, change, move or delete an individual’s earnings overnight, via on-line screens.
Yearly SWEEPS of the Suspense File – Every year, SSA electronically looks at every item in the Suspense file and uses the same basic routines that are employed in the initial AWR Validation process.  This allows a fresh compare against the Numident file and items are removed from Suspense and placed on the MEF if the compares are equal regarding name/SSN.
FERRET – This operation is in partnership with IRS.  SSA sends items that went to Suspense to the IRS and IRS uses the employee address as a key to try to determine the correct SSN (from their 1040 address information).  When the information is returned to SSA it is compared to the information on the Numident File and moved from Suspense to the MEF if the comparison is favorable.
Reinstatements from IRS – The IRS works independently to purify incorrect SSNs.  When IRS comes up with a number that they feel is the correct one, they share it with SSA.  When the information is returned to SSA it is compared to the information on the Numident File and moved from Suspense to the MEF if the comparison is favorable.
Items are removed from and added to the Suspense File on a continuing basis because we process “delinquent” items every year. The net result of the additions and removals results in a reduction to the Suspense File of less than a quarter (1/4) of one percent.
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Effective Verification Processing Environment
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E-Verify is a recent example of SSA’s dedication to Verification Responsiveness (implemented August 2009)
High Availability – isolation combined with redundant architecture prepares this system for increased availability (up-time)
Isolation ensures no adverse impact on SSA’s programmatic processing while also protecting E-Verify from adverse impact
Redundancy – Multiple copies of the Numident and multiple processing application environments promote failover, portability, and higher availability
Failover – Extensive failover between application environments protects against system outages
Portability – System architecture could be relocated without the need for an extensive redesign.  System could operate in multiple locations without extensive redesign.
E-Verify Process:
After an employee is hired, they fill out a form I-9
The employer verifies the data provided on the form I-9 and enters the data into the DHS E-Verify system via a web connection
DHS provides SSA with the Employee Name, DOB and SSN via a secured connection
SSA runs the data through its E-Verify program and provides a response back to DHS.  The response is based on the results of a search of the Numident (SSA's main source database)
DHS takes the results from SSA and makes a final determination on employment eligibility before sending a response back to the employer.
The SSA E-Verify program has a firewall for data security and privacy.  Monitoring tools keep track of the volume of transactions processed as well as the processing time of throughput.  Load balancing equipment distributes work equally among multiple processing environments.


Current Disability Claims Processing System
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Social Security’s Disability Insurance program is one of the most important safety nets for working Americans – providing long-term payments to workers and their dependents in the event of a disability.
It is a labor intensive, multistep process, involving the review of a claimant’s medical records and, in some instances, sending a claimant to a specialist for a consultative exam.  
If a claimant is found not to be disabled they can request a reconsideration of that decision.  If a claimant is not satisfied with the reconsideration finding, there are several additional levels of appeal.  
Although this process is federally funded, the original disability determination and the reconsideration processes are conducted by state employees in 54 state operated Disability Determination Services (DDS). The subsequent levels of appeal involve a face-to-face hearing with an Administrative Law Judge (ALJ) and are the responsibility of SSA’s Office of Disability Adjudication and Review (ODAR). 



Future Disability Claims Processing System
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Two disability initiatives have recently been implemented and are designed to improve the speed and quality of the disability process.  The first, known as Quick Disability Determination (QDD), uses predictive models to identify disability claims that have a high likelihood for allowance.  The structured application data provided by the claimant is passed through a predictive model where factors such as alleged disability, work history and number of medications are weighted and combined to produce a numeric score.  This score allows disability adjudicators to prioritize and expedite workloads.  The second is Compassionate Allowances (CAL) which uses text mining and text analytics to identify individuals who are clearly disabled by the nature of their disease or condition.  
There are a number of major initiatives underway to further improve the efficiency of this process. Currently, each of the 54 DDSs uses a different legacy case processing system. Although all are based on one of five different systems, all are customized and no two are exactly alike.  This lack of standardization increases cost and decreases efficiency.  A project is under way to build a standard case processing system for deployment to all DDS offices.
Another major initiative focuses on moving to data-based structured medical records as their use becomes more widespread in the United States.  SSA already has a pilot process in place to accommodate medical records consisting of structured data and SSA is an active participant in the planning process for President Obama’s proposed Health Information Technology (HIT) initiative to convert the U.S. medical system to standardized structured formats for medical records.  The benefits to be derived from this conversion are far reaching and, for SSA, it holds the promise of streamlining the disability determination process through the use of specialized software that can partially automate the medical assessment process.
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Questions and Answers
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